GCD

Gardner Carton & Douglas

Client Memorandum

HR Law: Employee Benefits

October 2003

What Every Employer Needs to Know About the HIPAA Privacy Rules

By Timothy J. Stanton, Kathleen S. Scheidt, and Sarah Bassler Millar

It finally happened!

The Privacy Rulesunder the Health Insurance Portability
and Accountability Act of 1996 (“HIPAA™) became
effective for most employerson April 14, 2003 and will
take effect April 14, 2004 for certain “small” plans.

By now most employers should have completed theinitial
planning steps- determining which partsof your organization
are covered by the Privacy Rules; analyzing how your
organization uses and discloses participant health
information; reviewing contracts with administrative
services companies; and appointing “ privacy officials’ to
lead internal compliance efforts - and implemented your
policies and procedures. Many employerswith “small”
plans (seethe definition on page 2) areworking oninitial
planning steps and will be moving into theimplementation
phase.

To assist employers with “small” plansin developing a
strategy for being in compliance by April 14, 2004, and as
areview for “large”’ plans, we have prepared this detailed
guestion-and-answer guidance. Thisguidanceincorporates
thefinal version of the Privacy Rules and also draws on
our experience advising clients on these issues over the
past several years.

Our analysisisorganized under 10 key subject headings-
Covered Entities, Protected Health Information, Business
Associates, Consents and Authorizations, Administrative
Requirements, Individual Rights, Plan Amendments,
“Minimum Necessary” Standard, Preemption, and Insured
v. Self-Insured Plans. To make this Memorandum most
useful for you, we have also included detailed lists of the
requirements for many of the basic HIPAA compliance
documents.

Covered Entities

Oneof thefirst questionsyou may ask in the course of
HIPAA compliance planning is: what exactly is a
“covered entity” ?

The Privacy Rules cover three types of entities: health
care clearinghouses; certain health care providers (those
that transmit health information in standard electronic
transactions); and “health plans,” which are defined
broadly enough to include health insurers and HMOs,
various government medical programs, and employer-
sponsored health benefit plans. The definition of health
plan includesvarioustypes of benefit plans sponsored by
any type of employer, such as medical, dental, vision,
prescription drug, health flexible spending account, and
long-term care plans, aswell asmost employee assistance
plans.

A typical large employer might sponsor four or five
separate plansthat are“ covered entities.” Additionally,
an employer-sponsored plan often will coordinate with an
insurer or HM O to provide coverage to employees. The
Privacy Rules ease the compliance burden on such group
arrangements, called “organized health care
arrangements.” The covered entities participating in such
arrangements are permitted to use and discloseinformation
more freely with each other and may also issue ajoint
Notice of Privacy Practicesto participants.

I's my company a “ covered entity” ?

Unlessyour employer isitself aclearinghouse or health
insurer or provider, the rulesdo not apply directly to the
employer. But the health benefit plans or programs your
company sponsors may be covered entities.
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Areall of my company’ swelfare benefit plans covered by
theserules?

No. For example, long- and short-term disability plans, workers
compensation benefits, life insurance plans, and sick pay
programsare not covered by the Privacy Rules (even though
they al involveemployee healthinformation). Thereisalsoa
probably little-used exclusion from the “covered entity”

definition for employer-sponsored health plansthat areentirely
self-administered and have fewer than 50 participants.

What's a small plan and why would it matter to a large
company?

A “small hedthplan” isonewith annua receiptsof $5million
or less. Small health planscan delay compliancewiththerules
until April 14, 2004. Even alarge employer may have some
plans(e.g., long-term care or vision) that are” small.”

Protected Health Information (“PHI")

So what exactly isthisPHI ?

“Protected hedlthinformation,” or PHI, isanother important
concept to incorporate into your compliance effort because
the Privacy Rulesprevent health plansfromusing or disclosing
aparticipant’ s (including aformer participant’s) PHI except
asauthorized by theregulationsunder HIPAA.

Generally, PHI isindividually identifiable healthinformation
that istransmitted or maintained in any form or mediumand
that relatesto the past, present, or future physical or mental
health or condition of aparticipant, the provision of health
careto aparticipant, or the past, present, or future payment
for the provision of health careto aparticipant. Informationis
“individually identifiable” if it either actually identifiesan
individua or contai nsenough specificinformation to do so.

So all the health information that my company hasabout
employeesis PHI, right?

No. Only hedlthinformation used or created by your company’s
health plans (or other covered entities) would be PHI. One
significant changeinthefind rulesisthe addition of aspecific
exclusonfromthedefinition of PHI for “ employment records’

held by acovered entity initsrole asan employer. Though
thislanguage would be more reassuring to plan sponsorsif
the provision specifically mentioned employer hedth plans, it
doesindicatean acknowledgment that not dl healthinformation
held by employersisaffected by the Privacy Rules.

But if an employer isnot a covered entity, should the
employer have any health plan PHI at all?

Many employerswould find it difficult, if notimpossible, to
adminigter health benefit planswithout someof their employees
having accessto some PHI. Thisinformation can be shared
with the plan sponsor if the PHI hasbeen* de-identified,” if it
is merely enrollment information or “summary” claims
information (that isnot individually identifiable), or, more
importantly, if your company certifiesthat it will comply with
the Privacy Rules, takesthe appropriate stepsto do so, and
amendsits plan document as needed. In one useful change
for employers, thefinal rulesclarify that ssmpleenrollment
informationis, in fact, PHI, but it can be shared between a
plan and plan sponsor without the plan amendmentssummarized
below.

Business Associates

Who are my plan’s “ business associates’ and why does
thislabel matter?

No matter how far along they arein their complianceefforts,
many employersarefinding that theimpact on dealingswith
“businessassociates’ isoneof themost immediately tangible
effects of the Privacy Rules.

Under the Privacy Rules, your planscannot disclose plan PHI
to their business associateswithout having in placeawritten
contract that includes aimost a dozen specific privacy
protections. These business associate agreementsarecritical
tofully safeguarding PHI when used or disclosed by service
providers— such asthird-party administrators, pharmacy
benefit managers, benefit consultants, and attorneys— not
otherwise covered by the Privacy Rules.

A services firm whose work includes using individually
identifiable health information from your plan could be a
“businessassociate’ of the planin oneof twoways. First, it
could perform on behalf of the plan any of a range of
functions covered by the Privacy Rules (examplesinclude
claims processing, utilization review, and quality assurance).
Second, it could provide to the plan one or more specific
services (legal, actuarial, consulting, accounting, data
aggregation, management, administrative, accreditation, or
financid).

www.gcd.com
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Business Associate Agreements

Under the Privacy Rules, abusiness associate agreement must:

List the permitted and required uses and disclosures of PHI by the business associate;

Prohibit the use and further disclosure of PHI other than as permitted or required by the contract or asrequired
by law;

Require the business associate to use appropriate saf eguardsto prevent uses or disclosures of PHI other than
those allowed by the contract;

Obligate the business associateto report to the plan any uses and disclosureswhich violate the contract;

Requirethe business associate to ensure that its agents and subcontractorswho are given plan PHI agreeto
follow therestrictionsand conditionsimposed on the busi ness associ ate by the contract;

Require the business associate to make available PHI for participant requestsfor accessto, and amendment of,
their PHI and accounting of disclosuresof that PHI;

Requirethe business associate to makeitsinternal practices, books, and recordsrelating to plan PHI availableto
DHHSfor purposes of determining the plan’scompliance with the Privacy Rules,

Statethat the business associatewill, if feasible, return or destroy all plan PHI, or, if such return or destructionis
not feasible, extend the protection of the contract to such PHI and limit further uses and disclosuresto those that

makereturn or destruction infeasible; and

Authorizetermination by the planif the business associate violatesamaterial term of the contract.

What isthe deadlinefor getting these new agreementsin
place?

These agreements could be entirely new contracts or just
additionsto existing agreements. Thefina rulesprovidevery
limited relief from the general requirement that an employer-
sponsored health plan have a HIPAA-compliant business
associate agreement in place by April 14, 2003. A written
contract with abusiness associate that isin place by October
15, 2002, and isnot renewed or modified by April 14, 2003, is
deemed to comply with the Privacy Rules until it is either
renewed or modified, or April 14, 2004, whichever isearlier.

Generally, if a contract is renewed or modified between
October 15, 2002 and April 14, 2003, thistransitionrelief is
not available. But “evergreen” contracts, inwhichrenewal is
automatic without changesin terms, do qualify for thisrelief.

So this basically gives an employer-sponsored plan an
extra year to comply. Right?

No, not really. Thisdelayed compliance date givesplansless
substantive relief than it might initially seem. During the
transition period, plansmust still allow participantsto access
and amend their PHI and to receive an accounting of

disclosures of that PHI, and plans must aso give DHHS
information as needed to determine compliance. Throughout
this period, your plan also must mitigate (to the extent
practicable) any harmful effect that isknown to theplan, of a
use or disclosure of PHI by abusinessassociatein violation
of the plan’ spoliciesor the Privacy Rules.

Consents and Authorizations

Are my plans required to obtain participant consents
beforeusing PHI?

No. Evenunder prior versionsof therules, health planswould
not have had to obtain participant consent to use PHI for
“payment, treatment, and health care operations’ (abroadly
defined phrase that encompassesmost activitiesinwhich an
employer-sponsored hedlth planislikely to engage). Thefina
version of the Privacy Rules eliminates the consent
requirement for all other covered entitiesaswell.

Although consentsare not required, someemployersareopting
to include in their enrollment forms some sort of
acknowledgment by aparticipant that he or sheisconsenting
to the use and disclosure of hisor her information for plan
administration purposes. Doing so reminds participantsthat
such usesand disclosuresare not prohibited under the Privacy
Rules.

www ned com
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Even though covered entities do not need consents
anymore, will my plansstill need authorizations?

Plansmust till obtain participant “ authorization” for most uses
and disclosuresof PHI beyond* payment, trestment, and hedlth
careoperations’ of theplan. Participantsgenerally canrevoke
anauthorization at any timeinwriting. Your plan may condition
enrollment or digibility for benefitson aparticipant providing
authorization only in very limited circumstances when
authorization is sought for pre-enrollment underwriting
pUrposes.

Many plans probably will not use PHI for purposes beyond
“payment, treatment, and health care operations,” and sowill
not use authorizationson alarge scale. However, oneinstance
inwhich an authorization might be needed iswhere health
plan PHI isused to administer other benefit programs, such
asLTD plans.

Prior to the final modifications of the Privacy Rules, the
authorization requirements differentiated between
authorization requests made by covered entities and those
made by individuals. Thefinal rulesincorporate some of the
requirementsthat originally applied only to covered entity-
initiated authorization requests and eliminate the distinction
between covered entity requestsand individual requests.

Authorization seemslikeadifficult way to useinformation
on alargescale. What other optionswould my plan have?

Rather than use this cumbersome authorization process,
employer-sponsored health plans that want to use PHI for
something beyond payment, treatment and health care
operations could consider using “de-identified” information.
“De-identified” informationis PHI that has been stripped of
all identifying datathat might enable someoneto identify the
person towhom the PHI applies. Thiscould bedone by means

Authorizations

Tobevalid under the Privacy Rules, an authorization must contain at least thefollowing elements:
» Adescription of theinformation to be used or disclosed that identifiesthe information in aspecific and meaningful

fashion;

» Thenameor other specificidentification of the person(s), or class of persons, authorized to make the requested use

or disclosure;

» Thenameor other specificidentification of the person(s), or classof persons, for whom or to whom the covered

entity may makethe requested use or disclosure;

» Adescription of each purpose of the requested use or disclosure;

* Anexpiration date or an expiration event;

» Theindividual’ ssignatureand the date (if the authorization issigned by apersonal representative of theindividual, a
description of such representative sauthority to act for theindividual);

* A statement of theindividual’ sright to revokethe authorizationin writing and either (i) the exceptionsto theright to
revoke, including adescription of therevocation procedure, or (ii) if therevocation rightsare described inthe Notice
of Privacy Practices (discussed below), areferenceto the notice;

* Anexplanation of the plan’ sability or inability to condition treatment, payment, enrollment, or eigibility for benefits
ontheindividua’ sauthorization, including the extent to which treatment, payment, enrollment, or digibility may be
conditioned on authorization and the consequences of anindividua’ sfailureto provide authorization; and

» Agtatement that information used or disclosed pursuant to the authorization may be subject to redisclosure by the
recipient and then no longer will be protected by the Privacy Rules.

www.acd.com
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of an outside expert or a safe-harbor method that involves
removing 18 direct identifiersranging from nameand address
tobiometricindicators.

Asanadternativetofull de-identification, thefinal rulesalso
permit employer health plansto disclose informationin a
“limited dataset.” A limited dataset isPHI that excludes 16
of the 18 direct identifiers. These datasetswould requirean
additional contract and are primarily designed for usein
research. Employersthat need only limited information from
their health plansmay be ableto take advantage of thelimited
dataset dternative. Theuse of limited datasets may dightly
reduce the privacy compliance burden for such hedlth plans,
in part because the plans are not required to account to
participantsfor disclosuresof PHI inlimited data sets.

Administrative Requirements

Do employers understand the importance of the
administrative requirementsin the Privacy Rules?

They might not. One common misconception about HIPAA
complianceisthat it requiresnot much morethan adding some
standard language to your contracts and distributing some
standard communi cation materialsto your participants.

To seewhy thisisamisconception, you need only look at the
administrative requirements. Of particular interest to benefits
executives and in-house benefits counsal isthe requirement
that a plan designate a “privacy official” responsible for
deve oping andimplementing theplan’ sprivacy and procedures
policies, and a“ contact person” (who may aso bethe Privacy
Officid) torecelvecomplaintsand providefurther information
about those policiesand procedures. Furthermore, aplan may
not require participantsto waivetheir right tofileaDHHS
complaint asaconditionfor the provision of treatment under,
payment by, enrollment in, or digibility for the plan. Additiona
administrative requirementsare described bel ow.

What isa“ privacy policy,” and does my plan need one?

The Privacy Rules require plans to have policies and
proceduresto implement the administrativerequirementsand
other partsof therules. These policieswould befor internal
use and would describe aplan’ sinternal operations. There
arenot setsof required provisionsfor these policies, asisthe
case, for example, for notices of privacy practices, business
associ ate agreements, and health plan documents.

Administrative Requirements

them;
Privacy Rulesor the plan’ sproceduresand policies,

plan’ spoliciesand proceduresor the Privacy Rules,

Privacy Rules,

required to be documented by the Privacy Rules.

Beyond these personnel designationsas noted above, the Privacy Rulesalso requireyour planto:
» Traintheemployeeswho administer the plan on the plan’ s privacy policiesand procedures;

» Establish administrative, technical, and physical proceduresthat reasonably safeguard PHI from usesand
disclosuresthat violate the Privacy Rules, including protection fromincidental usesor disclosuresmadein
connection with permitted or required usesor disclosures,

* Provideaprocessfor participantsto complain about your plan’spoliciesand procedures and itscompliance with
» Establish and apply sanctionsagainst employeesinvolved in health plan administration when they violatethe

* Mitigate, to the extent practicable, any known harmful effect of ause or disclosure of PHI inviolation of your

» Refrainfrom intimidating, threatening, coercive, discriminatory, or other retaliatory action against anindividual or
othersfor the exercise of rightsprovided by the Privacy Rulesor for participation in aprocess established by the

» Establish policiesand procedures designed to safeguard PHI in compliance with the Privacy Rules; and
» Retainfor six yearscopiesof al privacy policiesand procedures, written communications, and other records

www.gcd.com
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Will theseadministrativerequirementsabout “ incidental”
uses and disclosures create problems for my plans?

The final rules clarify that there is no violation when an
incidental use or disclosure occursin connection with the
intended use or disclosure — provided that a plan hasin
place reasonabl e safeguardsto prevent such incidental uses
or disclosures. Thisisrelevant to employers, for example,
where conversations between benefits administrators may
be overheard.

What isthedeadlinetoworry about for theadministrative
requirements?

Thegeneral compliance datesapply inthisareaaswell, but
compliance with the administrative requirements should be
an ongoing process. For exampl e, training must be provided
to current employeesperforming plan adminigirativefunctions
by April 14, 2003; to new employees hired after April 14,
2003 within areasonable period of time after their date of
hire; and to employees whose functions are affected by a
material changeintheplan’ spoliciesand procedureswithin
a reasonable period of time after the change becomes
effective.

Individual Rights

How do the Privacy Rules create individual rights for
plan participants?

No part of your HIPAA complianceeffortislikely to havea
greater impact on participants (or to produce morecallsand
e-mails from them) than your efforts to enable them to
exercisether individua rightsunder the Privacy Rules. The
Privacy Rules create three important rights — to access
your PHI, to amend it, and to receive an accounting of
disclosures made of it — and require covered entities to
explaintheserightsinaNotice of Privacy Practices.

What sort of right to accessinformation will participants
have?

Participants have broad rightsto accessand copy their PHI
that ispart of therecordsmaintained by or for the plan. Your
plan must respond to requestsfor accessto theinformation
within 30 daysand will haveto provide accessin theformat
requested unless such informationisnot readily producible.
One30-day extensonisavailableif the plan needsadditiona
timeto respond and notifiesthe participant in writing of the
reasons for the delay and the date by which the plan will
respond. Your plan may deny requestsfor access, but in most

circumstances (except those delineated in the Privacy Rules)
theplanmust alow therequesting individua to havethedenia
reviewed by ahealth care professional who wasdesignated
by the planto conduct such reviewsand who did not participate
inthedenial.

How will participants be ableto “amend” their PHI?

Participantsal so havetheright to haveyour health plan amend
their PHI aslong asitispart of the records maintained by or
for the plan. The plan must respond to requests to amend
within 60 days, although the plan may extend itsresponse
timeonceby upto 30 daysif it needsadditiond timeto respond
and notifiesthe participant in writing of thereasonsfor the
delay and the date by which the plan will respond. Thereis
greater flexibility to deny theserequests (compared to requests
for access), most interestingly onthe groundsthat the PHI on
fileisaready “ accurateand complete.” Butif your plandenies
a request, a participant may either file a statement of
disagreement or request that the amendment request and
denid beincludedwith al futuredisclosuresof theparticipant’s
PHI. Theplan may prepareawritten rebuttal to aparticipant’s
statement of disagreement. If it does, the plan must providea
copy of therebuttal to the participant.

ThePrivacy Rulesrequireyour plansto document and retain
the designated health recordsthat participants may accessor
amend as well astitles of the individuals responsible for
processing requests for access or amendment. In addition,
the rules contain specific access and amendment request
denial and review proceduresand deadlinesthat your plans
must communicate to participants.

What isan “accounting of disclosures’?

Participants havetheright to receive once every 12 months,
upon request and free of charge, an accounting of the
disclosures of their PHI made by your health plansfor up to
six yearsimmediately preceding thedate of therequest (this
would not apply to disclosuresmade prior toApril 14, 2003,
and by aplanfor trestment, payment, or heglth careoperations,
and disclosuresauthorized by the participant). An accounting
must bewritten and must satisfy severd requirementsimposed
by the Privacy Rules. Reasonabl e fees could be charged for
additiona accountings.

ThePrivacy Rulescontain specia accounting rulesfor multiple
disclosures of PHI to the same person or entity for asingle
purposeaswell asfor research-related disclosuresfor 50 or
moreindividuas.

www.gcd.com
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Your plansmust document and retain theinformation required
to be included in a disclosure accounting, records of the
accountingsprovidedtoindividuds, and thetitlesof the persons
responsible for receiving and processing requests for
accountings.

Aretheseindividual rightsstandardsthe samefor insured
and self-insured plans?

Though the standards are the same, insured plans may have
an easier time complying with the access, amendment and
accounting rules because insurance companiesand HMOs
arerequired to comply with therulesin their own right as
covered entities. For employerswith self-insured plans, it will
bevery important towork with your service providerstoassign
responsibility for responding to theserequestsand to coordinate
efforts.

How are participants supposed to get information about
these new rights?

Needlessto say, with theseimportant new rightsavailableto
your participants, you will beresponsiblefor providing an
explanation and telling participantshow they can exercisethese
rights. The mechanism that the Privacy Rules use for this
task is a sort of mini-SPD (in fact, many employers may
consider smply incorporating thisdocument into their SPDs).
This“Notice of Privacy Practices” must be distributed to
participants in your plan on or before the date the Privacy
Rulestake effect (April 14, 2003 for most plans) and to new
participants asthey enroll, and it will haveto be updated to
reflect changesin how your plan handles PHI.

Employer-sponsored hedlth plansgenerally must alsoinclude
a separate statement that the plan may disclose PHI to the
sponsor of the plan.

What if a plan applies stricter limits on uses and
disclosuresthan those set by law?

Your plan may elect to limit further the uses or disclosures
that it would be permitted to make under the Privacy Rule. I
it does so, the plan may describe its more limited uses or
disclosuresinitsnotice, although the plan may not limit its
right to make ause or disclosure that isrequired by law or
permitted to prevent or lessen aseriousor imminent thregt to
the health or safety of aperson or the public. If your plan
wantsto be ableto apply achangeinitsmorelimited uses
and disclosuresto PHI created or received beforeitissuesa
revised notice, the plan must reservetheright to changethe
terms of its notice and to make the new notice provisions
effective for all PHI that it maintains. The statement also
must describe how the plan will provideindividualswith a
revised notice.

Aren’t these notices going to be pretty unwieldy?

That isarisk, especially when incorporating them into an
already long and detailed SPD. Recognizing this problem,
DHHS has indicated that it would be appropriate to use a
short summary of the notice attached to alonger, complete
notice (i.e., a"layered” notice). Oneother useful deviceisa
combined notice, which is permitted for a group of plans
sponsored by one employer (remember, thisis called, in
HIPAA-speak, an “ organized health care arrangement”).

Why would my plans want to have participants
acknowledge that they received the notice?

You may hear references to some providers obtaining a
patient’ swritten acknowledgment of receipt of the provider’s
Noticeof Privacy Practices. Theseacknowledgmentsreflect
achangeinthefinal rules, which require certain providers

Accounting of Disclosures

* Thedateof thedisclosure;

» A brief description of the PHI disclosed; and

Except asotherwise provided in the Privacy Rules, an accounting must include thefollowing for each disclosure:

» Thenameof theentity or person who received the PHI and, if known, the address of such entity or person;

* Abrief statement of the purpose of the disclosure that reasonably informstheindividua of the basisfor the
disclosure, or, in lieu of such statement, acopy of awritten request for disclosure by DHHSfor compliance
purposes or by another entity for apermitted purposefor which the Privacy Rulesdo not requiretheindividua’s
authorization (such ascertain public health activities, law enforcement, and judicial and administrative hearings).

www.gcd.com
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Notice of Privacy Practices

Your Noticesof Privacy Practices should bewritten in easily understandabl e language and must contain the following
terms.

* Thefollowing statement asaheader or otherwise prominently displayed: “THISNOTICE DESCRIBESHOW
MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET
ACCESSTO THISINFORMATION. PLEASE REVIEW IT CAREFULLY.”

» A description of thetypesof usesand disclosuresthat the plan is permitted by the Privacy Rulesto make, including
at least one exampleand sufficient detail to place the participant on notice of such usesand disclosures, for each of
thefollowing purposes: trestment, payment, and health care operations.

* A description of the other purposesfor which the planis permitted or required by the Privacy Rulesto useor
disclose PHI without the participant’ swritten consent or authorization, including sufficient detail to placethe
participant on notice of such usesand disclosures.

» If auseor disclosurefor any treatment, payment, health care operations, or other permitted purpose not requiring
authorizationisprohibited or materialy limited by other applicablelaw, the description of such useor disclosure
must reflect the more stringent law.

* A statement that other uses and disclosureswill be made only with the participant’ swritten authorization and that
the participant may revoke such authorization.

» A statement of the participant’ srightswith respect to PHI and a brief description of how the participant may
exercisetherightsto:
* Request restrictionson certain uses and disclosuresof PHI, including astatement that the covered
entity isnot required to agreeto arequested restriction;

* Receiveconfidentia communicationsof PHI;

»  Inspect and copy PHI;

*  AmendPHI;

» Receivean accounting of disclosuresof PHI; and

» Obtainapaper copy of the noticefrom the plan upon request evenif the participant previously agreed to
receivethenoticeeectronicaly.

» A statement that the planislegally required to maintain the privacy of PHI and to provide participantswith notice
of itslegal dutiesand privacy practiceswith respect to PHI.

» A statement that the planisrequired to abide by theterms of the notice currently in effect.

* A statement that the plan reservestheright to change theterms of its notice and to make the new notice provisions
effectivefor al PHI that it maintains, aswell asadescription of how it will provide participantswith arevised
notice.

» A statement that participants may complain to the plan and to the Secretary of DHHSIf they believetheir privacy
rights have been violated, abrief description of how the participants may fileacomplaint with the covered entity,
and astatement that the participant will not beretailiated against for filing acomplaint.

» Thenameor title and telephone number of aperson or officeto contact for further information.

» Theeffectivedate of the notice, which may not be earlier than the date on which the noticeis printed or otherwise
published.
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(but not health plans such as yours) to make a good-faith
effort to obtain these acknowledgments. Your plansmay wish
to obtain participants acknowledgmentsthat they received
the notice as away to document your compliance with the
Privacy Rules.

Plan Amendments
Do all plan documents have to be amended?

Unlessnobody at your organization will bereceiving any PHI
(except enrollment information or aggregate summary” cdlams
information from which nearly al identifiers have been
removed), you will need to make fairly extensive plan
amendments. These plan amendmentsmakeit clear that not
only must the plan safeguard PHI, but you, as plan sponsor,
also must do so if you wish to use and disclose your plan’s
PHI.

Did you say “firewall” ?

Actually, yes. The Privacy Rulesrequireyour health plansto
ensure “adequate separation” between the plans (which
probably have PHI) andtherest of your company’ soperations.
Thepreambleto the rulesborrowsthe computer security term
“firewall.” The“firewall” that separatesyour other business
operationsfrom your health planiscritical to safeguarding
the plan’sPHI. The policy and provisions establishing this

firewall must: (i) describewhich employeeswill have access
to PHI; (ii) restrict thisaccessto plan administrativefunctions,
and (iii) provideaway to resolveany violations of the policy
by these employees.

“Minimum Necessary” Standard

What isthe“ minimum necessary” standard?

Oneof thebiggest HIPAA privacy compliancewildcardsfor
employersisthe® minimum necessary” standard. Under this
standard, your plan and its business associates must take
reasonable stepsto limit each use or disclosure of PHI tothe
minimum necessary use or disclosure to accomplish the
relevant task.

How are my plans supposed to determine the minimum
necessary use or disclosure?

The Privacy Rules, even the final version, contain little
guidance about how aplanissupposed to determinewhether
any particular useor disclosureisactudly theminimum needed
to do thejob. But the Privacy Rules are clear in requiring
your plan to develop and implement policiesand procedures
appropriate for your company’s business practices and
workforcethat are designed to minimizethe amount of PHI
that isused, disclosed, and requested. Plan documentsand
employee communications, internal procedures, and

Plan Amendments

The Privacy Rulesrequire your plan document to:

with these new provisions;
law;

to the plan and the employer;

* ldentify the permitted and required uses and disclosures of PHI;
* Requirethe employer to certify that the plan document has been amended and the employer agrees to comply

»  Prohibit the use or disclosure of PHI other than as permitted or required by the plan documents or as required by
» Require agents and subcontractors who receive PHI to abide by the same restrictions and conditions that apply

»  Prohibit use of PHI for employment-related actions or in connection with any other benefit plans;

» Requirethe employer to report to the plan any improper use or disclosure of PHI;

» Give participants access to their PHI and enable them to amend it upon request;

*  Provide participants, upon request, an accounting of all disclosures of their PHI;

* Makeavailableto DHHS all internal practices, books, and records relating to the use and disclosure of plan PHI;

* Requirethe employer, onceit no longer needs PHI for itsintended purpose (e.g., setting plan premiums), to
return or destroy all copies of the PHI or, if thisisnot feasible, to limit further uses and disclosures; and

» Establisha“firewall” to ensure separation between health plan operations and the employer’ s other operations.
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admini gtrative arrangements must be updated to incorporate
the minimum necessary standard asreflected in the plan’s
privacy compliance policiesand procedures.

So, doesthis standard apply to everything the plan does?

Most things, but not all. The Privacy Rules clarify that the
standard does not apply to certain usesand disclosures, such
asthoserequired by law, disclosures madeto anindividual
pursuant to that individual’ sauthorization, disclosuresto and
requestsby health care providersfor treatment purposes, and
incidental disclosures as long as the disclosing party uses
reasonable safeguards and has implemented minimum
necessary standards. Therefore, health plans may disclose
PHI that isreasonably necessary for workers' compensation
purposes because the Privacy Rules specifically permit
disclosure of PHI if the disclosure is legally required. In
informal guidance, DHHS has helpfully stated that it doesnot
intend the minimum necessary standard to interferewith best
industry practicesandit viewsthisasareasonableand flexible
standard.

The efforts of your health plans to establish “minimum
necessary” policiesand proceduresshould beginwithasurvey
of thetypesof PHI used in plan administration and thetypes
and degree of PHI disclosures. Plan administrators may find
that some functions can be performed adequately with fewer
or lessextensive usesor disclosures.

Preemption
How does HI PAA preemption of statelaw work?

Generally, the Privacy Ruleswill preempt statelawsthat are
contrary to the Privacy Rules. But there is one specific
exception that is potentially very important for employer-
sponsored health plans: “ more stringent” state laws may not
be preempted. If your plan operatesin astate that hasmore
stringent laws that would apply to the operations of an
employeebenefit plan(i.e., that would not be preempted by
ERISA), your Notice of Privacy Practices must explain the
more stringent statelaw protections.

What about old-fashioned ERI SA preemption? Won't that
protect my plan from these state laws?

HIPAA preemption is another compliance wildcard for
employers, but onethat will likely comeinto play only infuture
years and future state privacy laws. DHHS has indicated
that it did not intend the Privacy Rulesto replacethe current
ERISA preemption scheme. Still, it remainsto be seen whether

states will — in the interest of medical record privacy —
enact lawsthat will affect benefit plan administration, and
how courtswould react to such laws.

Insured vs. Self-Insured Plans

Do insured plans have some sort of free pass from the
Privacy Rules?

No. Compliance generally may be easier for insured plans
because insurance companies and HMOs are themselves
covered entities, but the samerulesusually apply.

However, the Privacy Rulesdo provide alimited exception
for group health plansthat provide benefits solely through an
insurance contract (including acontract withan HMO). Two
important formsof relief areavailablefor such fully insured
plansif the plans do not create or receive any PHI, except
“summary” information and enrollment/disenrollment
information. First, insured planswill not haveto comply with
most of the administrative requirements under the Privacy
Rules and may not have to amend their plan documents.
Second, these planswill not berequired to provideor maintain
aNotice of Privacy Practices because the insurer or HMO
will bedoing so.

Do many plans meet this standard?

Our senseisthat insured plans sponsored by large employers
often may receivemore PHI than thisexception would alow,
though some employersmay alter their procedurestotry to
take advantage of thisexception. And even employersthat
provide benefitsonly through insured plansand receivelittle
or no PHI could decide to take precautionary steps like
appointing aprivacy official or training employeesin properly
handling PHI.

10 www.gcd.com
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